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Disclaimer

● This presentation is trying to show you, how easy 
and simple is to keep your own data, yours.

● It's not 100% secure and may have errors.



  

Domain

● This is the first (and most important) step. 

● Choose your own (personal) domain.

● Something easy to remember, something easy to spell, 
something easy that would remind people yourself.

● For this presentation we will use: librebit.net



  

DNS

librebit.net.   10800 IN SOA  a.dns.gandi.net. 
                              hostmaster.gandi.net.
                              1462877306 
                              10800 
                              3600 
                              604800 
                              10800

librebit.net. 10800 IN MX     10 librebit.net.

librebit.net. 10800 IN AAAA   2a03:b0c0:2:d0::4ce:8001
librebit.net. 10800 IN A     178.62.211.175



  

Notes based on CentOS

# cat /etc/redhat-release 
CentOS Linux release 7.2.1511 (Core)

# rpm -qa | grep -E 'postfix|dovecot|httpd|php'
dovecot-2.2.10-5.el7.x86_64
postfix-2.10.1-6.el7.x86_64
dovecot-pigeonhole-2.2.10-5.el7.x86_64
httpd-2.4.6-40.el7.centos.x86_64
php-5.4.16-36.el7_1.x86_64
php-xml-5.4.16-36.el7_1.x86_64
php-pdo-5.4.16-36.el7_1.x86_64
php-mbstring.x86_64



  

Postfix

smtpd_banner = "The sky above the port was the 
color of television, tuned to a dead channel"

inet_interfaces = all
inet_protocols  = all

smtpd_sasl_type = dovecot

local_recipient_maps = static:/etc/dovecot/users
local_transport = lmtp:unix:private/dovecot-lmtp



  

Dovecot users

# doveadm pw -s SHA512-CRYPT -u testuser
Enter  new password: testpasswordtestpassword
Retype new password: testpasswordtestpassword

# cat /etc/dovecot/users
testuser@librebit.net:{SHA512-CRYPT}
$6$1W2KyIXZnu.9Xu9z$MmUKraP.lYu3rIgKHRWad7SAIeBYqvL.KtKic
f5H6DSxZ0tXS4AuA0cCWFchPyRHBln6BBgkMRn.RgJkSzQFj/:::



  

Mail Storage

Maildir

# mkdir -pv /storage/vmails/testuser/cur
# mkdir -pv /storage/vmails/testuser/new
# mkdir -pv /storage/vmails/testuser/tmp

HomeDir (for sieve)

# mkdir -pv /storage/vhomes/testuser

# chown -R dovecot:dovecot /storage



  

dovecot

Protocols
 
# vim /etc/dovecot/dovecot.conf
protocols = imap sieve lmtp

Authentication Backend
# vim /etc/dovecot/conf.d/auth-system.conf.ext
passdb {
  driver = passwd-file
  args = /etc/dovecot/users
}
userdb {
  driver = passwd-file
  args = /etc/dovecot/users
}



  

dovecot

Authentication & Lmtp service 

# vim /etc/dovecot/conf.d/10-master.conf
service auth {
unix_listener /var/spool/postfix/private/auth {

   group = postfix
   mode = 0660
    user = postfix
   }
  }
  service lmtp {
  unix_listener /var/spool/postfix/private/dovecot-lmtp {
   group = postfix
   mode = 0600
   user = postfix
 }
  }



  

dovecot

mail service

# vim /etc/dovecot/conf.d/10-mail.conf

mail_location = /storage/vmails/%n/
mail_home = /storage/vhomes/%n/

mail_uid = dovecot
mail_gid = dovecot

first_valid_uid = 97
first_valid_uid = 97



  

dovecot

sieve

# vim /etc/dovecot/conf.d/20-lmtp.conf

protocol lmtp {
  mail_plugins = sieve
}



  

Webmail

# cd /var/www/html
# wget -c http://repository.rainloop.net/v2/webmail/rainloop-
community-latest.zip

# unzip rainloop-community-latest.zip

# find . -type d -exec chmod 755 {} \;
# find . -type f -exec chmod 644 {} \;

# chown -R apache:apache /var/www/html



  

RainLoop

default admin password: 12345



  

RainLoop
admin – domains



  

RainLoop



  

CalDAV and CardDAV

# cd /var/www/html

# wget -c 
https://github.com/fruux/Baikal/releases/download/0.3.5
/baikal-0.3.5.zip

# unzip baikal-0.3.5.zip

# touch baikal/Specific/ENABLE_INSTALL

# chown -R apache:apache /var/www/html/baikal



  

CalDAV and CardDAV



  

CalDAV and CardDAV



  

CalDAV and CardDAV



  

CalDAV and CardDAV



  

Webmail & DAV

Username: testuser 
Password: testpassword
 
http://librebit.net/baikal/html/dav.php/
addressbooks/testuser/default/



  

Now with SSL !



  

Let's Encrypt

# yum -y install letsencrypt

# letsencrypt certonly \
  -t --agree-tos \
  -d librebit.net \
  --email testuser@librebit.net \
  --webroot -w /var/www/html /
  --dry-run

 remove “--dry-run” to activate your Certs



  

Web Server with SSL !

# yum -y install mod_ssl.x86_64

# vim /etc/httpd/conf.d/ssl.conf

SSLCertificateFile      /etc/letsencrypt/live/librebit.net/cert.pem
SSLCertificateKeyFile   /etc/letsencrypt/live/librebit.net/privkey.pem
SSLCertificateChainFile /etc/letsencrypt/live/librebit.net/chain.pem

# systemctl restart httpd.service

 
https://librebit.net/

https://librebit.net/


  

Postfix with TLS !

smtp_tls_security_level = may
smtpd_tls_security_level = may

smtpd_tls_ask_ccert = yes

smtpd_tls_CAfile = /etc/pki/tls/certs/ca-bundle.crt
smtpd_tls_CApath = /etc/pki/tls/certs
smtpd_tls_cert_file= /etc/letsencrypt/live/librebit.net/fullchain.pem
smtpd_tls_key_file = /etc/letsencrypt/live/librebit.net/privkey.pem

smtpd_tls_ciphers = high
smtpd_tls_exclude_ciphers = aNULL, MD5, EXPORT
smtpd_tls_loglevel = 1
smtpd_tls_protocols = !SSLv2, !SSLv3



  

Postfix submission TLS

# vim /etc/postfix/master.cf

submission inet n    -    n    -    -    smtpd

# vim /etc/postfix/main.cf

smtpd_sasl_type = dovecot
smtpd_sasl_path = private/auth
smtpd_sasl_auth_enable = yes



  

CheckTLS



  

Check OpenRelay



  

Dovecot with SSL !

# vim /etc/dovecot/conf.d/10-ssl.conf

ssl_cert = </etc/letsencrypt/live/librebit.net/fullchain.pem
ssl_key  = </etc/letsencrypt/live/librebit.net/privkey.pem
ssl_ca   = </etc/pki/tls/certs/ca-bundle.crt

ssl_protocols = !SSLv2 !SSLv3



  

Thunderbird



  

Webmail with SSL !

https://librebit.net

Dav with SSL !

https://librebit.net/baikal/html/dav.php/addressbooks
/testuser/default/



  

Firewall

Yes, iptables!
Something like this:

*filter
:INPUT   DROP   [0:0]
:FORWARD DROP   [0:0]
:OUTPUT  ACCEPT [0:0]

-A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A INPUT -i lo -j ACCEPT

# services
-A INPUT -p tcp  --match multiport 
         --dports 80,443,25,587,143,993 -j ACCEPT

COMMIT



  

Questions?
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