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whaaat?
No! Surveillance Again?




Problems with the dominant narrative:
- surveillance as a technical 1ssue
- surveillance being illegal
- focusing on a single entity
- exaggerating on whistleblower’s role



When computer scientists gain entry, as they’re
doing, into the presidential palaces and mayors’ offices of
the world’s largest cities, it’s not so much to set up shop
as it is to explain the new rules of the game: government
administrations are now competing with alternative pro-
viders of the same services who, unfortunately for them,
are several steps ahead




Context
noun /'kan-tekst/

The surroundings,
circumstances, environment,
background or settings that
determine, specify, or clarify the
meaning of an event or other
occurrence.




- Who surveils who? Mass
surveillance => societies are
watched

- Place all that in a economic,
social, historic context

- Need not to understand why
NSA+GCHQ do what they
originally were constituted to do

- Need to understand why
surveillance exists, what purpose
does it serve




System model
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Figure 2. State variable compensator with a reference input and M=BN.



- Of course surveillance is an
ancient art

- But where do we historically find
traces resembling its concurrent
form? Enclosures.

- Surveillance closely affiliated to
discipline, to crowd control, be it
students, soldiers, workers or
inmates

- Surveillance as a technique of
social control
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sovereignty (prior to ‘
18th century) | A

- societies of
discipline (enclosure
environments) |

- societies of control -



“Xdapn ouis TeEXVIKES TNS EMTAPNONS, N
"@uoikh" tns e€ouaias, n enidpaon
010 OW}a, Npayuatonoiouviai
OUMPWVA YE TOUS VOUOUS TNS OMTKAS
KO1 TNS YUNXAVIKNS, OUUQWVaA PE Eva  E558
OAOKANPWWEVO OUOTNHA NG XMPOUS, » g
VPappEs, 000ves, béopes, BaBuides, Lo L
Ka1 XwpPis va Katageuyel, Bewpnukda
TouAdaxiotov, otnv unépBaon, otov
Katavaykaopud h otn Bia”

Foucault
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Types of machines are easily matched with each
type of society—not that machines are determining,
but because they express those social forms
capable of generating them and using them. The
old societies of sovereignty made use of simple
machines—levers, pulleys, clocks; but the recent
disciplinary societies equipped themselves with
machines involving energy, with the passive danger
of entropy and the active danger of sabotage; the
societies of control operate with machines of a
third type, computers, whose passive danger is
jamming and whose active one is piracy or the
introduction of viruses. This technological
evolution must be, even more profoundly, a
mutation of capitalism

Gilles Deleuze
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what forms/types of surveillance could we
enumerate?

Apart from entities monitoring the internet...



- a van at your street’s corner?
- phones
- cellphones
- cameras



What else?



- social media
- electronic payments
- tolls
- taxes
- ID cards
- fingerprints




“Having failed to create computers
capable of equaling human beings,
they’ve set out to impoverish human
experience to the point where life
can be confused with its digital
modeling. Can one picture the
human desert that had to be created
to make existence on the social
media seem desirable?

The poverty of cybernetics is what
will bring it down in the end. “

Invisible Commitee



- Evolution of technology
accompanies/boosts surveillance
techniques and vice versa

- Which in turn affects and is
affected by the structure of
society
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- Numerous ways, sometimes =
complementary, to monitor the ~ |
crowd S e | e

- Societies of control rise



Surveillance

- Imposed by: state/law, social
norms, corporation

- Obvious or subtle

- Established or under
development

- Implemented by: state,
corporation, social groups,
invdividuals
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KoL OLLEPQ, OL OTTOLKLOKEG TEXVIKES AELTO
Michel Foucault ovopace «patvOpeVO UITOUUEPAVYK». «AgV TIPETIEL
rtoté va fexdooupe» ypadeL o Foucault,

6T, EVW N artolklokpartia, HE TG TEXVIKEG Kal T
SLKQOTIKA TNC OMAQL, TTPOPAVWS LETEQPEPE EUPWTTALIKA
LOVTEAQ O€ AAAEG nneipouc, mapaiinia, AEltoupynoe
WC UTTOUUEPAVYK YL TIG oyéoeiceéouoiagotn Avon Kot
VIO TOUG UNXAVIOUOUG, TOUG JeopoUC KoL TG TEXVIKES
e eéovoiog. Mia oAOkAnpn OELPd  QUTOLKLAKWY
povtéAwv enaviAde ot AUon Kot TO OTMOTEAEOUA
Atav nw¢ n Avon UITOPOUTE VA EQAPUOTEL KATL
nToU éUoLalE LIE OTTOIKLOUO, n éva €l60g EOWTEPLKNG
artotklokpatiag, atov ibLo g Tov EQUTO.




- Hacking started as sub-culture

- "The idea of a dark future where
freedom is found on the fringes and
corporations rule the world spoke to both
the university hackers and the
phreakers.” maxigas

- Weight shifting in terms of technology,
surveillance and social control brings
hackers in the foreground of a burning
world

- {for, with} who, what, how you hack
does matter

- which side are you on girl?




Hackathon
Product/Service

Timeline About

- "Hacking” goes mainstream
- Police & intell agencies “hack” back

- Corporations offering “hacking” |
services JHackingTeam

- Governments and corporations Rely on us.
organizing “hack”athons

Free labour, exploiting general -
intellect, exploit all that bid data -
from surveillance to govern you! 2



Opada epyaciag yia Ouada epyaociag yid Thv
OPEN DATA Ta Avoixtd AeSopéva AvoixTn AlakuBépvnon
2 opendata.ellak.gr opengov.ellak.gr

A Apywen # Opasda epyaciag B Avoyra Zovoa AeSopéviov b Eyypageite otn Alota oulntroewy
A Opada epyaciag s Eyypaypsite otn Aiota oulntioswy W Apyeio

AmtoAoyLlopog tou NBG i-bank #fintech
crowdhackathon kat Open Bank APl arto tnv E
Tpanela

10 Métog 2016 by pkst o mAalolo Tou oxedIoaHol TG EBVIKAC TTPOTNYIKAC Yiat T AvOIXTH ANPOTIa AloiKnan Kal
AvonyTr| AlakupEépunan, Slopyaviovetal onic 30 Maiou 2018, ot @eaoohovikn, ekdiAwan
O KEVTPO  AIGB00NC  EREUVnTKWY ATOTEAECUGTWY  (KEAEA) TOU APICTOTEAZIOU

Avolytr AlakuBepvnon kat Torkn Autodloiknon

23 VQLOC 2076 by vivi.petsiot

Me peyahn emituyia TpaypatonolBnke to ZafBatokUplako 23 kat 24 Ampthiou 2016 to NBG i-bank #fil
crowdhackathon. Etval to tpuwto hackathon otnv EAAGSa pe Bépa Tig owkovopkég ouvahhayeg #fintech, g Mavemiamiow @cgorovikng, oTo TATIGIO Twy EPYACIY Via T Slapdpewarn Tou Tpitou
O£ TIayKOOPLO £TTiNeS0 amoktd ohoéva kal peyaldtepo evSiapépov. To NBG i-bank #fintech crowdhack E6uikod Zxgdlo Apdang mou 8o kataBicel n EAMGa omu TipwioPouvAia Tou Open
StopyavwBnke arné tnv Crowdpolicy pe tnv umtoatrpién tng EBuikrg Tpdmedag Kal dhAwv Xopnywv Kal Ut Government Partnership (www.opengovpartnership.orgy).

H ex@iAwan EVTAooeTal OTIC evEpYEIEC TOU Expuv vAomoinSsl amd To 2012 pEdw NG CUPHETONAC OTv ToyKOoUId Kol TOAUWEQT

NBG i-bank

TpWIoBovAic yia My AvorT] AlokuBépunon. To Open Government Partnership (OGP), ivor pio mpwrtofouvlia oty omoia
CUHHETEXOLV EwG TP 69 XWPEC, OTTOTKOTEl TN SI0TPAMTT CUYKEKPIHEVWY KUBEPVNTIKWY SpETewy Yo TNV mpowenan e
Slagavelag, g Aoyodogiag, TNV evSUVAHWGT TwV TTONTMV, TNV KATATOAEUNGT TG SlagBopde Kal TNV afloTioinan Twv VEwV
TEXVOAOYILOV GTN COYXpovn SlakuBEpvnor.

H Sl0dikaclo KomIpTiong Tou VEou EBvikold Ixedlou ApAanc eMICHUWC EYKANIGTNKE OTNY EKENAWTT WE BEUa «Qpa yio TIC BIKEC |OC
LETppuBuigeic: n omolo EAoBe wwpa ong 29 Maoptiou 2016 omo InnovAthens, METd Ty cAokMipwarn ¢ TOpoudioonc Tww
CUUTIEQOOUATLY TA OTI0I0 TTPOEKULIAY QTmo TV aéloAdynan U 200 EBvIKoD Zxediou Apdong amo Tov AveEapnmo Myavioho AZIoAGYNaNg




“the NSA and its international
partners are not the only ones who
have turned the internet into a
militarized zone."

Morgan Marquis-Boire(2014)

- Blue Coat, FinFisher, Fox-IT,
Hacking Team

How about social media companies?



- the OHM 2013 case

- Is police welcome in a hackers’ conf? Is
generally?

“Sure, the scene has always had a bit of a
flirtatious relationship with the secret service,
but the old Hacktic crew simply giggled at the
silly men with sunglasses and trenchcoats who
attended their meetings. Moreover, they were
exposing the wiretapping and other sniffing
methods that were in use then, giving the
general public means to detect, if not avoid, or
play around with them.” groente (2013)

“The controversy around police participation
obviously put [hacker] sceners under stress,
forcing them to choose and articulate diverging
positions.”

maxigas(2014)
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RE:

Email-ID
Date
From

To

Ermail Body Raw Email

Hi

I understand very well.

Thanks again.I will come back soon.

Regards

Andreas

1 have inform our chief about the NDA and I am walting for his answer,

RE:

440545 Email-I1D
2014-11-06 10:458:42 UTC Date
st@nis.qr
From
m.luppi@hackingteam.com
To
Ermail Body Raw Email

As t give you also an idea

OnJun 12, 2015, at 5:14 AM, David Wi A question is what license mean and how this is working.

The mail system Andreas
< ydndoa@astynomia.gr=: host 10.1, . .
<ydndoa@astynomia.gr>: Recipient address rejected: User unknown in virtual
mailbox table (in reply to RCPT TO command)
Reporting-MTA: dns; mailhostl.astynomia.gr

The mail system

<ydndaa@astynomia.gr>: host 10.1.1,181[10.1.1.181] said: 550 5.1.1
<ydndaa@astynomia.gr>: Recipient address rejected: User unknown in virtual
mailbox table (in reply to RCPT TO command)

It's OK now Marco.

David
David Wincenzetti
CEO

Hacking Team
Milan Singapore Washington DC
www . hackingteam.com

440525
2014-11-06 13:31:27 UTC
st@nis.gr

m.luppi@hackingteam.com

The operating system is mainly windows and Linux .I don't know if there exist for android and los

Also for the quantity we don't want a lot for beginning first phase .maybe till 5 for the first phase.




- Antisec/Lulzsec attack on Stratfor,
Christmas 2011. Deface contains “The
coming insurrection”

- Comite Invisible, “A nos amis”
- "Fuck off Google” live in CCC 2014

- Cybernetics, a new science of
government

- "whether you fight for security, for
government and domination or against
it, very little room in between”




"With Google, what is concealed beneath the exterior
of an innocent interface and a very effective search
engine, is an explicitly political project. An enterprise
that maps the planet Earth, sending its teams into
every street of every one of its towns, cannot have
purely commercial aims. One never maps a territory
that one doesn’t contemplate appropriating. ‘Don’t be
evill’: let yourself go.”

Invisible Commitee

“YeviKa 1o 61061KTUaKO OAlyonwAI0 anéxel and us
dpaotnpIGTINtes NApaywyns NEPIEXOUEVOU KAl
nAnpo@opias ka1 ENKEVIPWVETal ata Kavdia diavopuns
onou n napayéuevn ungpagia givar ugnAoteEPN Ka1 n
duvatétnta eAéyxou tns napaywyikns akuaidas mo
€UKOAN. O eKONPOKPATIOPOS TWV YNPIAKWV HECWV
napaywyns, nou 6viws ugiotavtal, unookeAietal anod
TN CUYKEVTPWON TwV PEowv O1avouns.”

Yuupvaios




- T'vwo1akds kKamtaMopds

“Tautoxpova pE Tn EKUETAAAEUON TNS
aodns epyaocias twv Xxpnotwy, o1
nAaTtPOppES Tou d1adiktuakou
oAlyonwAiou €xouv oav otoxo tnv
napakoAouBnon ka1 kataypadh OAwv
TWV NTUXWV ths duvnuikAs pas unapéns
UAONOIWVTAS £T01 TNV ANOGAUTN
o1apdveia tou unokeipévou. H
gykaBidpuon tns d1apaveias ws
unéptatn aia Bpioker us 16€0A0OYIKES
piles tns o€ autd nou 0 OOUKW
ovopadel Navonuopo.”

2 UUPVAios



Reading

Michel Foucault, “Discipline and Punish: The Birth of the Prison”
Gilles Deleuze, “Postscript on the Societies of Control”

Nikos Zpupvaios, “lMohitikh Oikovopia tou Aladiktuakou OANyonwAiou : ané tnv yn@iakn enavactacn
otov yvwolako kamtahiopd”, http://ephemeron.eu/1168

Invisible Commitee, “Fuck off Google”,
https://events.ccc.de/congress/2014/Fahrplan/system/attachments/2530/original/fuckoffgoogleeng.pdf

Stephen Graham, “Cities under Siege, the new military urbanism”,
https://syneleysikatoikwnvkp.espivblogs.net/files/2016/02/poleis-se-katastasi-poliorkias.pdf

Crimethinc, “Deserting the Digital Utopia”, https://skytal.es/blog/analysis/crimethinc-deserting-the-
digital-utopia/

Giorgio Agamben — Aiaxeipion tns Ata€ias: pia texvikh diakuBépvnons, http://www.hitandrun.gr/tz/

Invisible Commitee, “The Coming Insurrection”,
https://tarnac9.files.wordpress.com/2009/04/thecominsur_booklet.pdf

maxigas, Cultural Stratigraphy: a rift between machine shops, http://peerproduction.net/issues/issue-
5-shared-machine-shops/editorial-section/cultural-stratigraphy-a-rift-between-shared-machine-shops/

maxigas, http://peerproduction.net/issues/issue-2/peer-reviewed-papers/hacklabs-and-hackerspaces
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